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Abstract—As we are moving towards the Internet of Things (IoT), the number of sensors deployed around 
the world is growing at a rapid pace. Market research has shown a significant growth of sensor deployments 
over the past decade and has predicted a significant increment of the growth rate in the future. These sensors 
continuously generate enormous  amounts of data. However, in order to add value to raw sensor data we 
need to understand it. 
 
I.INTRODUCTION 
We organize this paper into three main sections: 
What is the Internet of Things? , which 
provides an overview of its origins, definitions, 
and technical connectivity models; What issues 
are raised by the Internet of Things? , which 
provides an introduction and discussion of 
concerns that have been raised about IoT, and; 
Internet of Things Communications Models, 
From an operational perspective, it is useful to 
think about how Io T devices connect and 
communicate in terms of their technical 
communication models. 
II. WHAT IS THE INTERNET OF THINGS? 
The term “Internet of Things” (IoT) was 
first used in 1999 by British technology pioneer 
Kevin Ashton to describe a system in which 
objects in the physical world could be connected 
to the Internet by sensors. Ashton coined the term 
to illustrate the power of connecting Radio-
Frequency Identification (RFID) tags used in 
corporate supply chains to the Internet in order to 
count and track goods without the need for human 
intervention. Today, the Internet of Things has 
become a popular term for describing scenarios in 
which Internet connectivity and computing 
capability extend to a variety of objects, devices, 
sensors, and everyday items. 
 There is no single, universally accepted 
definition for the term. Different definitions are 
used by various groups to describe or promote a 
particular view of what IoT means. For example, 
consider the following definitions. 
 
“The term "Internet of Things" (IoT) denotes a 
trend where a large number of embedded devices 
employ communication services offered by the 
Internet protocols. Many of these devices, often 
called "smart objects,’’ are not directly operated 
by humans, but exist as components in buildings 
or 
vehicles, or are spread out in the environment.” 
Or 
“A global infrastructure for the information 
society, enabling advanced services by 
interconnecting (physical and virtual) things 
based on existing and evolving interoperable 
information and communication  technologies.” 
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III.WHAT ISSUES ARE RAISED BY THE INTERNET 
OF THINGS? 
It would be impossible to cover the broad 
scope of issues surrounding the Internet of Things 
in a single paper. Below, however, we provide an 
overview of five topics frequently discussed in 
relation to IoT. These include: security; privacy; 
interoperability and standards; legal, regulatory 
and rights; and emerging economies and 
development. 
 Security Issues 
The overall security and resilience 
of the Internet of Things is a function of 
how security risks are assessed and 
managed. Security of a device is a 
function of the risk that a device will be 
compromised, the damage such 
compromise will cause, and the time and 
resources required to achieve a certain 
level of protection. If a user cannot 
tolerate a high degree of security risk as in 
the case of the operator of a traffic control 
system or person with an implanted, 
Internet-enabled medical device, then she 
may feel justified in spending a 
considerable amount of resources to 
protect the system or device from attack. 
 Privacy Considerations 
Respect for privacy rights and 
expectations is integral to ensuring trust in 
the Internet, and it also impacts the ability 
of individuals to speak, connect, and 
choose in meaningful ways. These rights 
and expectations are sometimes framed in 
terms of ethical data handling, which 
emphasizes the importance of    respecting 
an individual’s expectations of privacy and 
the fair use of their data. The Internet of 
Things can challenge these traditional 
expectations of  privacy. 
 Interoperability and standards 
In the traditional Internet, 
interoperability is the most basic core 
value; the first requirement of Internet 
connectivity is that “connected” systems 
be able to “talk the same language” of 
protocols and encodings. In a fully 
interoperable environment, any IoT device 
would be able to connect to any other 
device or system and exchange 
information as desired. In practicality, 
interoperability is more complex. 
Interoperability among IoT devices and 
systems happens in varying degrees at 
different layers within the communications 
protocol stack between the devices. 
 Legal, regulatory and rights 
The application of IoT devices 
poses a wide range of challenges and 
questions from a regulatory and legal 
perspective, which need thoughtful 
consideration. In some cases, IoT devices 
create new legal and regulatory situations 
and concerns over civil rights that didn’t 
exist prior to these devices. In other cases, 
these devices amplify legal issues that 
already existed. Further, technology is 
advancing much more rapidly than the 
associated policy and regulatory 
environments. Several potential regulatory 
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and legal issues that affect the full 
spectrum of IoT applications. 
 Emerging Economy and Development 
Issues 
The spread and impact of the 
Internet is global in nature, providing 
opportunity and benefits to developed and 
developing regions alike. At the same 
time, there are often unique challenges in 
developing regions related to the 
deployment, growth, implementation, and 
use of technology, including the Internet. 
It is reasonable to expect the same to be 
true for the potential benefits and 
challenges associated with the Internet of 
Things. 
 In terms of opportunity, McKinsey 
Global Institute notes that IoT technology 
has significant  potential in developing 
economies. By 2025, they project that as 
much as 38% of annual economic impact 
of IoT applications will derive from less 
developed regions. 
IV. INTERNET OF  THINGS COMMUNICATIONS 
MODELS 
1) Device-to-device communication model  
Represents two or more devices that 
directly connect and communicate between one 
another, rather than through an intermediary 
application server. These devices communicate 
over many types of networks, including IP 
networks or the Internet. Often, however these 
devices use protocols like Bluetooth,40 Z-
Wave,41 or ZigBee42 to establish direct device-
to-device communications, as shown in Figure. 
 
Figure 2: Device-to-device communication  model 
 
2) Device-to-Cloud Communications 
 In a device-to-cloud communication 
model, the IoT device connects directly to an 
Internet cloud service like an application service 
provider to exchange data and control message 
traffic. This approach frequently takes advantage 
of existing communications mechanisms like 
traditional wired Ethernet or Wi-Fi connections to 
establish a connection  between the device and the 
IP network, which ultimately connects to the 
cloud service. This is shown in Figure. 
 
 
Figure 3: Device-to-cloud  communication  model 
 
3) Device-to-gateway communication 
In the device-to-gateway model, or more 
typically, the device-to-application-layer gateway 
(ALG) model, the IoT device connects through an 
ALG service as a conduit to reach a cloud service. 
In simpler terms, this means that there is 
application software operating on a local gateway 
device, which acts as an intermediary between the 
device and the cloud service and provides security 
and other functionality such as data or protocol 
translation. The model is shown in Figure. 
 
Figure 4: Device-to-gateway communication 
model diagram. 
4)Back- end data sharing model: 
The back-end data-sharing model refers to 
a communication architecture that enables users to 
export and analyze smart object data from a cloud 
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service in combination with data from other 
sources. 
This architecture supports “the [user’s] desire for 
granting access to the uploaded sensor data to 
third parties”. This approach is an extension of the 
single device-to-cloud communication model, 
which can lead to data silos where “IoT devices 
upload data only to a single application service 
provider’’. 
 
Figure 5: Back-end data sharing model 
 
CONCLUSION 
The IoT has gained significant attention 
over the last few years. With the advances in 
sensor hardware technology and cheap materials, 
sensors are expected to be attached to all the 
objects around us, so these can communicate with 
each other with minimum human intervention. 
Understanding sensor data is one of the main 
challenges that the IoT would face. 
 While the potential ramifications are 
significant, a number of potential challenges may 
stand in the way  of this vision particularly in the 
areas of security; privacy; interoperability and 
standards; legal, regulatory, and rights issues; and 
the inclusion of emerging economies. The Internet 
of Things involves a complex and evolving set of 
technological, social, and policy considerations 
across a diverse set of take holders. The Internet 
of Things is happening now, and there is a need to 
address its challenges and maximize its benefits 
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